31 July 2006

To: Bridget Tobin, Facility Security Officer, VH & OB

From: Chuck Cotnoir

Ms Tobin,

I received a verbal request from Agent Parsons for a Security Screening Procedures Document for use during Security Inspections.

Agent Parsons told me that she was relaying this request from you.

I told Agent Parsons that I would write it.

On further reflection, however, I believe that having me write this document, even if it was a few pages, would require further conversation with you, for the following reasons: 
Firstly, even though this document would only address Local Operating Procedures, it would still contain Sensitive Security Information in the form of security procedures to be used by Agents and followed by dockworkers and as such comes under the restrictions of 49 CFR part 1520, the “Protection of Sensitive Security Information”. This document would then have the same security handling restrictions as the basic plan that we keep locked up in the office.

Secondly, as you know, the procedures that I use, although in concert with the SSA plan, have evolved from what I believe works best and what I believe is in the best interest of security for our terminal.  The procedures that I use have not been approved by the Company Security Officer. If you decide to codify my procedures, it may be that they will require approval by the Company Security Officer, as they are now written procedures that may be subject to inspection by the Coast Guard.
As you know, I try to advise you in a way best suited to protect your position.  I believe that in order for this project to go forward, it needs further conversation in order to prevent you from jeopardizing yourself in regards to 49 CFR part 1520, the “Protection of Sensitive Security Information”. I do believe that this is a project that needs to be done, but I think much more planning needs to go into it.
Chuck Cotnoir

